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[bookmark: _Toc152309188]General
[bookmark: _Toc152309189]Description
Description of the automated processing of the ICT project.

[bookmark: _Toc152309190]Purpose of the processing regulations for private persons
The private Controller and its Processor (see Art. 5 DPO) must draw up processing regulations for automated processing operations if they:

· process sensitive personal data on a large scale; or
· carry out high risk profiling

The regulations must in particular contain information on
· the internal organisation structure,
· the data processing and control procedures, and
· the measures to ensure data security.


They contain a listing of all documents concerning the planning, realisation and operation of the data collection. The record of processing activities (pursuant to Art. 12 15 FADP), a data protection impact assessment (DPIA, pursuant to Art. 22 FADP) must be attached to the processing regulations as an annex.

This should enable a professional evaluation and assessment to be made of any data protection risks.

The private Controller and its private Processor must regularly update the regulations. If a data protection officer has been appointed, the regulations must be made available to him or her.
[bookmark: _Toc152309191]Tailoring
The processing regulations must be kept as short and comprehensible as possible so that the description of the automated data collection can also be understood or assessed by non-experts (principle). 

However, the more extensive or sensitive the intended processing of personal data is, the more detailed the processing regulations must be. The most important aspects from the point of view of data protection and information security - if not already included in an ISDS concept - must be described in the processing regulations. For more detailed information, please refer to further documents.
It is important not to copy the contents of existing documents, but to refer to them with precise information and to attach these documents. The Rules of Procedure should not be an exercise in copying and reproducing.

The blue text serves as an aid to completing the document.

[bookmark: _Toc152309192]Aids
The following aids may be used to draw up the processing regulations:

Aids:

· Vorgaben zu Sicherheitsverfahren und dazugehörige Hilfsmittel auf Stufe Bund des Delegierten des Bundes für Cybersicherheit, NCSC

· Technical and organisational measures (TOM) (in the FDPIC's Infocenter Data Protection)




[bookmark: _Toc152309193]Approval 
The signatures confirming approval must be added before the start of operations.

With his/her signature, the data protection officer confirms that he/she has examined the processing regulations. In particular, he/she has checked that the document is completed in full and that all required measures are documented. He/she has critically examined the information to see if it is consistent and correct in the context of the processing of the data.

The Controller approves the processing regulations with his/her signature.

	Date / Name / Signature 
Data protection officer
	




…………………………………………………...…...


	Date	/ Name / Signature
Controller:	
	




…………………………………………………...…...


	
	





Further signatures may be added.

The signatures may also be added in electronic form (in a PDF).



[bookmark: _Toc152309194]Processing Regulations for Private Persons
[bookmark: _Toc152309195]General


[bookmark: _Toc152309196]Purpose of the data processing
(Basis: FADP Art. 6 para. 3 in conjunction with FADP Art. 1 para. 2 let. b, FADP Art. 6 para. 4 – 5, Art. 7 para. 3, Art. 12 para. 2)
The purpose, nature, scope and circumstances of the processing, including the number and type of data subjects, must be described
At the start, a brief explanation must be given of why it is intended to design a system, what its purpose is and what the desired target state is.




[bookmark: _Toc152309197]Categories of data subjects and categories of personal data processed
(Basis: FADP Art. 6 para. 6, 7, Art. 12 para. 2, Art. 19, DPO Art. 1 para. 2 let. a, Art. 13)
The following questions must be answered regarding the content of the processed data:
· What type of personal data is being processed (personal data, sensitive personal data, personality profiles, other)?
· What categories (or ‘groups’) of persons and personal data are being processed? 
· How were the personal data obtained



[bookmark: _Toc152309198]Internal organisation
(Basis: FADP Art. 9, 10, 12 - 15, DPO Art. 7, 8. 17, 23]
[bookmark: _Toc152309199]Controller
The identity of the Controller (including its representative in Switzerland in the case of private data controllers with registered office or domicile abroad) and, if available, the Contoller's data protection officer, including information on how the Controller is organised internally. It should also be specified who is responsible for the data processing and control procedures and who is responsible for determining (e.g. via a data protection impact assessment) and implementing the measures to ensure data security.

Details of:
Controller:
Representative in Switzerland for private controllers with registered office or domicile abroad:
Data Protection Officer:


[bookmark: _Toc152309200]Processor
The Processor and the contact persons must be listed.

Details of:
Processor: 
Contact person for the Provider/Processor:



[bookmark: _Toc152309201]Users and data access
[bookmark: _Toc152309202]User group
The categories (or "groups") of all organisational units or offices authorised to access the data must be listed.

If applicable, refer to the communication matrix from the ISDP concept.



[bookmark: _Toc152309203]Access authorisation
The type and scope of access for the users of the data collection and the data fields must be listed or briefly described. If an authorisation matrix (or authorisation concept) already exists, it must be included in the annex to the processing regulations.


[bookmark: _Toc152309204]Roles
Which roles exist for access authorisation (e.g. case officer, administrator) and which scope of access does the individual role contain (query, edit, print, no access, other)?



[bookmark: _Toc152309205]Access authorisation process
The arrangements (process and responsibilities) for granting and revoking access authorisation must be described here. The following questions must be answered:

· Who is responsible for granting and revoking access authorisation?
· Who regularly checks the access authorisations granted and updates them?
· What is the scope of access authorisation?
· What is the process for granting and revoking access authorisation?
· What are the steps in the process?
· Is it centrally controlled?



[bookmark: _Toc152309206]Data processing and control procedures
(Basis: FADP Art. 6 - 14, 16, 19, 21, 22, 24, 25, 28, 30, 32; DPO Art. 1 - 5, 9, 10 - 13, 15 - 18, 20, 22 - 24)
Topics are
Destruction as soon as no longer necessary for the purpose of processing.
Measures to correct personal data.
Consent to the processing of personal data.
Data protection using technology and data protection-friendly default settings.
Data security measures.
Dealing with processors.
Involving data protection officers.
Keeping a list of processing activities.
Using certifications.
Requirements for lawfully disclosing personal data abroad.
Duty to provide information when collecting personal data.
Duty to inform about automated individual decisions.
Data protection impact assessment.
Reporting data security breaches.
Arrangements for granting the right to information.
Right to the handover or transfer of data.
Control of and responsibility for the joint processing of personal data.
Disclosure of personal data.
[bookmark: _Toc152309207]Processing personal data
[bookmark: _Toc152309208]Business processes
Here, the most important business processes of data collection from the point of view of data protection are to be documented and/or graphically represented.



[bookmark: _Toc152309209]Data disclosure and interfaces
Graphical overview of the interfaces to other assets such as systems, applications, etc. is to be provided here. Reference can also be made to the ISDP concept, should a corresponding overview already exist there.

The interface description should contain the following information on data transfer (disclosure): 
· who does the personal data originate from? 
· who receives the personal data? 
· why are the personal data being disclosed? 
· what categories (or ‘groups’) of personal data are disclosed? 
· how regularly are the personal data passed on? 
· who initiated the transfer? 
· which medium is used to pass on the personal data? 

The purposes for which the personal data are regularly disclosed should be apparent from the interface description.



[bookmark: _Toc152309210]Verification of the recorded personal data
Who checks the accuracy of the personal data? Is there a process in place? Are these data regularly reviewed and corrected?



[bookmark: _Toc152309211]Processes / Data processing procedures
The processes for correcting, blocking, anonymising, saving, retaining, archiving and destroying data must be defined and described.



[bookmark: _Toc152309212]Retention period, archiving and deletion
[bookmark: _Toc152309213]Retention period
The following questions must be addressed:
· How long may or must the collected personal data or each category (‘groups’) of personal data be kept?
· Where are the data stored and who is responsible for their storage?
· When will the data be deleted or should they be transferred to the Federal Archives?



[bookmark: _Toc152309214]Archiving
The organisational and technical arrangements (file formats, interfaces) for offering or transferring personal data to the Federal Archives must be specified here.



[bookmark: _Toc152309215]Deletion
When are personal data in the data collection that are no longer required deleted? This wording is to be coordinated accordingly with the ITSOO and the application controller.


[bookmark: _Toc152309216]Rights of the data subjects
In particular, it must be specified who the data subject should contact (contact person/addressee) and how the internal process is to be carried out.

The means and procedures for exercising the rights to rectification, destruction of data and stopping their disclosure, as well as the right to have the data marked as disputed, must be created. Instruments for stopping disclosure to third parties must exist and must function.

The duty of private persons to provide information when collecting personal data must be taken into account and regulated accordingly (Art. 19 and 20 FADP).



[bookmark: _Toc152309217]Measures to ensure data security 
(FADP Art. 7, 8, 10 - 13, 22, 24; DPO Art. 1 - 5, 15, 23)
The technical and organisational measures that ensure adequate data protection and are not already included in the ISDP concept should be listed here.



[bookmark: _Toc152309218]
Annex
[bookmark: _Ref303670932][bookmark: _Ref303670934][bookmark: _Toc152309219]Record of processing activities
The controllers, a representative in Switzerland for private controllers with registered office abroad, and processors shall each keep a record of their processing activities.

The Controller’s or representative's record must contain as a minimum:
· the identity of the Controller;
· the purpose of processing;
· a description of the categories of data subjects and the categories of personal data processed;
· the categories of recipients;
· if possible, the retention period for the personal data or the criteria for determining this period;
· if possible, a general description of the measures to ensure data security in accordance with Article 8 FADP;
· if the data are disclosed abroad, indication of the state concerned and the guarantees pursuant to Article 16 paragraph 2 FADP.

The Processor’s record must contain information on the identity of the Processor and of the Controller, on the categories of processing carried out on behalf of the Controller, and at least
· if possible, a general description of the measures to ensure data security in accordance with Article 8 FADP;
· if the data are disclosed abroad, indication of the state concerned and the guarantees pursuant to Article 16 paragraph 2 FADP.

The Federal Council provides for exceptions to the records of processing activities for businesses that employ fewer than 250 employees and whose data processing entails a low risk of violations of data subjects' personality rights.



[bookmark: _Toc152309220]
Data protection impact assessment
In certain circumstances, the Controller must prepare a data protection impact assessment. 
If such a document exists, a copy of it shall be kept with the processing regulations.


[bookmark: _Toc152309221]Authorisation concept / Authorisation matrix
The authorisation concept or the authorisation matrix is to be attached as an annex to the processing regulations.

Below is a simplified example of an authorisation matrix.

	Data field names
	Company
	Subsidiary
	Third party

	
	OU I
	OU II
	OU III
	…
	…
	…
	Finance
	…
	…
	…
	…
	…
	…
	…

	

	I. Master data

	Surname(s)
	A
	A
	B
	…
	…
	…
	A
	…
	…
	…
	…
	…
	…
	…

	First name(s)
	A
	A
	B
	…
	…
	…
	A
	…
	…
	…
	…
	…
	…
	…

	Date of birth
	
	A
	A
	…
	…
	…
	A
	…
	…
	…
	…
	…
	…
	…

	Nationality
	
	A
	A
	…
	…
	…
	B
	…
	…
	…
	…
	…
	…
	…

	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	II. Dossier information

	Dossier keeper
	B
	B
	B
	…
	…
	…
	A
	…
	…
	…
	…
	…
	…
	…

	Dossier status
	B
	B
	B
	…
	…
	…
	
	…
	…
	…
	…
	…
	…
	…

	Reference number
	A
	B
	B
	…
	…
	…
	B
	…
	…
	…
	…
	…
	…
	…

	…
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	III. Title X

	…
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	…
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	




Access levels
A = Query
B = Processing
empty = no access
other

Organisational units
OU I:	e.g. legal services section of the OU concerned
OU II:	e.g. case officer of the OU concerned
OU III:	e.g. administrator of the OU concerned
…
Subsidiary:	e.g. Finance
…

[bookmark: _Toc152309222]
List of documents
Includes a list of all acts, ordinances, directives, regulations, technical specifications, etc. relevant to the data collection in question. The list should include the business's own (internal) documents.


	Type of document
	Title

	Acts
	Federal Act of 19 June 1992 on Data Protection (FADP; SR 235.1)

	Ordinances
	Ordinance of 31 August 2022 on Data Protection (Data Protection Ordinance; DPO; SR 235.11)

	Directives
	

	Own
Documents
	Authorisation concept

	
	Data flow diagram

	
	IT architecture structure

	
	…




[bookmark: _Toc152309223]
Abbreviations
	Abbreviation
	Meaning

	Art.
	Article

	DPO
	Ordinance on Data Protection (SR 235.11)

	FADP
	Federal Data Protection Act (SR 235.1)

	FDPIC
	Federal Data Protection and Information Commissioner

	ICT
	Information and communication technology

	ITSOO
	IT Security Officer in the organisational unit 

	ISDP concept
	Information security and data protection concept

	let.
	letter

	OU
	Organisational unit

	para.
	paragraph

	PL
	Project leader

	…
	…




[bookmark: _Toc152309224]
Terms
	Term
	Meaning

	Processing
	Any handling of personal data, irrespective of the means and procedures used, in particular the collection, storage, keeping, use, modification, disclosure, archiving, deletion or destruction of data (see Art. 5 let. d FADP).

	Disclosure
	Transmitting personal data or making such data accessible (Art. 5 let. e FADP).

	Sensitive personal data
	Data on religious, ideological, political or trade union views or activities; on health, the private sphere or affiliation to a race or ethnicity; genetic data; on social assistance; and on administrative and criminal proceedings or sanctions (Art. 5 let. c FADP).

	Breach of data security
	A breach of security that leads to the accidental or unlawful loss, deletion, destruction or modification or unauthorised disclosure or access to personal data (Art. 5 let. h FADP).

	Controller
	Private person who or federal body which, alone or jointly with others, determines the purpose and the means of processing personal data (Art. 5 let. j FADP).

	Processor
	Private person or federal body that processes personal data on behalf of the Controller (Art. 5 let. k FADP).

	Personal data, data subject
	Any information relating to an identified or identifiable natural person (Art. 5 let. a and b FADP).

	Profiling
	Any form of automated processing of personal data consisting of the use of personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning that natural person's performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements (Art. 5 let. f FADP).

	High risk profiling
	Profiling that poses a high risk to the data subject's personality or fundamental rights by matching data that allow an assessment to be made of essential aspects of the personality of a natural person (Art. 5 let. g FADP).

	…
	…
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